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IP WatchDog Lite i Dual monitor of Ethernet devices

HW group

Shipment contents

Complete shipment of IP Watchdog Lite contains following items:

IP Watchdog Lite in a plastic case.

Two terminals for connection of external devices.
Power adaptor (European version).

Manual and datasheet.

CD containing necessary software.

Default network parameters configuration

IP address: 192.168.1.60

Network mask : 255.255.255.0
Default gat eway: 192.168.1.1

IP configuration via. DHCP: Enabled
User name: Not set

Password: Not set
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Characteristics and basic properties

IP WatchDog Lite is a device intended for monitoring Ethernet and
serial (RS232, RS485) devices provided by tracking the serial
communication, ICMP PING function. By the means of this function
it can RESET up to two monitored devices, such as servers,
routers, access points and other..

Basic properties

Ethernet - RJ45 (10BASE-T - IEEE 802.3).
Automatic reset or start of 2 devices in terms of monitored actions.
Methods for monitoring Ethernet devices
0 Incoming ping
o Outgoing ping
Two independent relays for resetting or starting monitored devices with two switching
contacts.
One relay contact is always non -potentional , the second is connected to a power supply.
Manual attendance (startup/shutdown/ restart) of the monitored devices.
Time synchronization from internet / intranet using protocols
o TIMET older but simple and popular protocol (UDP port 37).
0 NTP/SNTP i most used time synchronization protocols (UDP port 123).

o DayTime i protocol that is not often used but which is implemented in Windows
(TCP/UDP port13).

Configuration methods
o WWW page i deviced s b e hanfiguatiom including manual relay attendance.
o0 UDP Setup 1 configuration of main network parameters.
o TCP Setup T remote configuration of basic parameters in terminal over TCP.
Access security and relay control:

o | t ossiblepto define the range of IP addresses which will be allowed to communicate
with the device.

o Access to WWW pages can be restricted to certain user names and passwords.
0 TCP setup can be secured by user name and password.

Power supply 9-15V DC.
Plastic box dimensions: 35 x 101,5 x 76 [mm].
Master Reset 1 restoring the default configuration
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Connection topology

IP WatchDog Lite isintended forcontroland r eset of the Ethernet dev
functions such as sending and receiving ICMP command - PING on the defined IP address(es).

When monitoring by sending this command it is possible to enter up to two target IP addresses

(primary and secondary) so it could be possible to eliminate the inactivity of the whole device in

case one IP address is unavailable.

Usage examples

servers Server
routers

ADSL and cable modems
WIFI AP

Security and access systems
Accumulators

IP WatchDog Lite

WiFi AP

TSN

Router / Switch

lchanr\nl 1 Reset

12 P

Ethernet

Ethernet

Channel 1 Power

Main WatchDog functions

e Monitoring Ethernet devices using incoming ICMP command - PING.
IP WatchDog Lite awaits incoming ping from the monitored device in preset intervals.

¢ Monitoring Ethernet devices using outgoi ng ICMP command - PING.
IP WatchDog Lite sends in regular intervals a ping command to the defined IP address and
awaits a reply. ltdéds also possible to set a

engaged.
o Reset of monitored devices or Starting backup systems in case of a dropout.

e Manual attendance of both channels.
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Technic al parameters

Ethernet port

+ Interface

RJ45 (10BASE-T / 100BASE-TX)

+ Compatibility

Ethernet: version 2.0/IEEE 802.3

+ Supported protocols

IP: ARP, TCP/IP, NVT, RFC2217, UDP/IP, TIME, NTP, SNTP, DAYTIME

Relay contact ampacity
DC voltage

max. 30V / 1A

AC voltage

max. 125V / 0,5A

Environment parameters
+ Operation temperature

5t0+50 AC

+ Storage temperature

5to+75 AC

+ Relativ e humidity (non-
condensing)

51095 %

LED diod s
+ POWER (green)

Power supply on.

+ LINK (yellow)

Ethernet interface active.

+ Channel 1 (yellow)

Channel 1 reset

+ Channel 2 ( yellow)

Channel 2 reset

DIP switches
+ DIP1 - RS-232 Setup

ON = Service mode (for service purposes only)
OFF = Operational mode

+ DIP2 - Safe

ON = securing serial / TCP setup by user name and password (if configured).
OFF = without security

+ Incoming Ping

Monitored functions and parameters

IP range T range of IP addresses defined by IP and mask, from which the receiving
PING can be accepted.

Timeout delay for reboot 1 time interval, in range from 0-1800 s ( O = disabled ), that
IP WatchDog waits for incoming PING before causing RESET.

+ Outgoing Ping

Primary target IP 1 primary IP address where IP Watchdog sends the PING and from
which it awaits reply.

Secondary target IP T secondary IP address where IP Watchdog sends the PING
and from which it awaits reply, if primary target does not responds.

Quantity of failed ping f or reboot T number of PINGs, that IP Watchdog assumes for
lost before causing RESET.

Outgoing ping interval T interval between sent PINGs in range of 0-1800s (0 =
disabled).

Other parameters

+ Time synchronization
interval

1800 s

+ Power supp ly

12-24 V/ min. 500 mA DC- coaxial power connector, GND on circuit.

+ Dimensions

35x101,5x 76 [mm] (HxW x D).

+ Mounting method

Separate box, A L d&@s op moarfting to DIN molding.

+ Weight

450 g
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Conectors and connection points

POUER SUPLY 2, 1mm
ETHERNET  TERMINAL BLOCK LHREL LEUS
e \ ﬂ TERMINAL BLOCK

DIP SUITCH @,5mme: 2,5mm?2

Terminal block

Pin Power Function description

PO | Power ON In the idle state this pin contains power supply of the IP Watchdog i axis of the power
connector

PE | Power OFF Lr;?s:cettorrnode this pin contains power supply of the IP Watchdog i axis of the power

NC | Normally Close | In Idle state this pin is connected with appropriate COM pin

NO | Normally Open | In Reset state this pin is connected with appropriate COM pin

Common pin

- in case of switching contacts (blue fields) connected to relay armature

COM | Common - in power connectors (red fields) the second part of the power supply 7 casing of the
power connector

DIP switch description | Other connectors |

DIP1 ON =RS-232 SETUP mode Coaxial connector for power supply of IP
SET OFF = Operation mode WatchDog Lite or some monitored devices,
Master reset see page 25!!! Power | Power supply using a feeder of the monitored
DIP2 | ON = TCP Setup mode security device can be realized if it complies with the
SAFE | OFF = Without security maximum voltage for the IP Watchdog Lite
System ON = Setup mode and WWW security
" OFF= Without securit
LED description | Y
Power Power on
green Switching the DIP1 during the first 5
LIII\IK Ethernet interface activity seconds si nce power -on will cause Master
yefiow Reset, which restores all factory
CHL, _ configuration. AlIl us
yg:l_c')%v Channel in RESET mode including IP and passwords will be lost!

February 2006 www.HW -group. com page 7 /28



IP WatchDog Lite i Dual monitor of Ethernet devices HW group

Connection and basic configuration

In this chapter you will learn connecting the IP WatchDog Lite easily to your PC or company
network, setting it up the way it would satisfy your needs and putting it into service.

Device connection

The following procedure is recommended for quick setup of the device. Detailed description of all
parameters and commands canbefound i n t he chapt esxdecsalrliepd ifoMmadr.a

Cable connection

e Set switches from DIP1 to DIP2 into OFF position.

e Connect IP WatchDog to the Ethernet 10 Mbit or 10/100 Mbit network. For direct connection
to the PC use a crossed TP cable, and for connection to hub/switch/router use classic TP
patch cable.

e Connect the supplied power adaptor to supply network and plug the connector of the power
adaptor into the power connector of the IP relay. The Power LED indicator should light up.

e If the Ethernet connection is OK, the LINK indicator should light up and then blink according
to the data transfer to the Ethernet (Activity signalization).

e Ifthere is a server in the DHCP network, the IP WatchDog requests the address from it
and it will be available immed iately on this assigned IP address. In other case it will be,
after 60 seconds, available on the default IP 192.1 68.1.60

POUER SUPLY

— | ; PO1
2| coM
= @ s
Py » et
/ \ J\-——-‘Q COM
- o L s)not
0 INTERNET g
° (INTRANET) 4[] ELECTRONIC
|| cIrculTs Avce
oo \ / *)l;”g ey
i EL} i P2 che
NC2
E%& COM
IP WatchDog Lite Yoz

IP WatchDog Lite connection topology

February 2006 www.HW -group. com page 8 /28



IP WatchDog Lite i Dual monitor of Ethernet devices

HW group

Primary configuration of Ethernet parameters

The primary configuration of the IP WatchDog L i t E¢h@reet parameters (IP address, network
mask and gateway) can be achieved by the following means:

UDP Setup 1 IP WatchDog Lite must be located on a local Ethernet network segment.
TCP Setup T only if you know the IP address of the device! TCP setup allows setting the

same parameters as Serial Setup. A bit complicated attendance allows changing the
parameters remotely via Ethernet / Internet, if the device is located on other network

segment.

UDP Setup 7 Searching the device using UDP setup

Launch the program by

A H er cu I es SvmiChJCp-n be memd ﬁ UDFSEtUD]SeriaI ] TEPcIient] TEPserver] Upp ]Testmode

in the root directory of the supplied CD. Madules MAC s 1
The latest version of the program can be A Eindmdme;/
also downloaded for free from our web 152168110 £ 50t mockie
pages - www.HWgroup.cz . o TEAKe 4
Madule IP mask 1.[io20304 3 [oacaceoc
Inthe AU DPe t uap,fressthe AFi nd S 2fostenrcs & [oooEoFo
mo d u lbetterfistepl) . The de\ I ———
MAC address should appear in the left S\
column. poos 3
Acceptable addiess 1ange MASK,
Click on the MAC address (step 2). In the I~ TCP TEA authorizaion
fiellARequi r ed phe coafigeed e  EnalaTCP sto
device parameters should appear.
See to it that the ZEnable TCP Setup ffield %
is checked and by pressingASet mo d Hercules SETUP wtility
(step 4) save the parameters. bl |
Note:l f you wish to change these basi c thePadims,t er s

% Hercules SETUP utility by HW.cz

] About ]

port, mask and gateway), enter the desired parameters into proper fields and pressthe AS e t

moduled

disable assigning DHCP by the server (clear Enable DHCP field)

Enter the IP address of the device into your WWW browser
and press Enter. You will get a Main Page of the www

interface.

Detailed information on configuration methods over www
interface can be found in the chapter called Device

configuration via WWW

b u(step@d)nWhen entering IP address and Gateway manually, it is also necessary to

£] Hotovo.

Intermst

February 2006
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Connection to IP WatchDog using terminal and TCP Setup

Go to the AT CP Cthh. ent i & Hercules SETUP utility by HW.cz

X UDP Setup | Serial  TCP clent | TCP server | UDF | Testmode | About |
Enter the preset IP addresstothe AMO d U | € |aeesmeniae -
field (step 1). . oot sares o eecnmn 1}1;;1‘;;5_20 o
Into the A P o tfigldfenter A 9 (diep 2), no : 2—
matter which port you have set for e mvesieR 1B ¢ mm e 3 i
communication with the device. (Port 99 is . 1 [PT008 3 At
reserved for TCP Setup) Time iz synchronized with: NTP Server[192.43.244.18] [0s060708 4 [G00ECFD
Press the A C o nentdiutton (step 3). b peaeees E—
The prompt AWEBS5 1ARRe cweiilf e
/S e n twindoa.tChck into this field and T Ll
press Enter. The window will be filled with Gl M §
actual parameter configuration.
Specific parameters can be set by choosing the ::me :Hmj HWsrows
letter of the corresponding option and proper T el
value (example: Al 1 9 2 . 1f& 8onfiguradof
of devicedys | P address

Note: Complete list of parameters and commands with detailed descriptions can be found in
chapteriDescri ption of configuration parameterso

Help for the commands is available throughs endi ng command dmd 7@ ramad mrc
Enter. Exampl.e: Al ?20 + Enter

When configuration i s done, you must restart t he
pressing the.ACl oseo0 button
Serial Setup can be clos e d temporarily by fAix0 command. Donod

OFF position when you finished your work, or IP WatchDog will not be able to communicate via
Ethernet.

Configuration of basic network parameters using a terminal program

For primary launch the IP WatchDog Lite needs to have configured only several main Ethernet
parameters i the IP address, network mask and gateway which can be found in the IP Setup
section.

e Wat c hDtPqddsess

I: IP address 192.168. 1.60
Entry example : 1192.168.1.4

e Network mask

M: Mask 255.255.255.0
Entry example : M255.255.255.0

e Default gateway

G: Gateway 192.168. 1.1
Entry example : G192.168.1.250

Note: Serial Setup allows setting lots of other parameters. These, though, are more easily

configurable via Ethernet using the Hercules Setup Utility or via WWW interface. Detailed

description of configuration parameters of the terminal Setup can be found inchapteri Des cr i pt i
of configuration parameterso.
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Configuration tr oubleshooting

The MAC address of the device did not appear in
not communicate over Ethernet.
e Checkthe poweradaptor 6 s connection (the Powebeltil.ndi cat c
e Your Ethernet network must support 10 Mbit devices.

e Check whether you are using a correct TP cable (TP Patch cable for connection to a
hub/switch/router; crossed TP cable for direct connection to a PC).

e Check configuration of DIP switches of the device (all should be in OFF position).

¢ If you are using firewall, make sure it does not block communication with the device.
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Device configuration via WWW

IP WatchDog Lite contains a WWW interface allowing easy and detailed attendance of the device
activity. The interface consists of four HTML pages which can be called by entering IP address of
the device from your web browser.

IP WatchDog Lite Main Page

Af ter ent er i ng IPWddtessholhe geb browser Yog will get a main page showing the
basic paramet er s aohdhned/and statidiias fpr tHe iast 20@serations of each
channel. In the upper part of the screen you can see links for advanced properties configuration of
the IP WatchDog Lite:

<} IP-WatchDogLite Index - Microsoft Internet Explorer

Soubor  Upravy  Zobrazit  Oblbené  Mastroje  Mapovéda ﬂ’
W — i
) > ) L~ ] 2 <) o - -
=) > * p: 5 - Hedst < Obibené G- ) = [s] . ii ; 4‘
fdresa |&] http:jf192.166.5.102/cqi-binfindex. cai v| g Preit  Odkazy * @ -
Main Page - Channel 1 Admin Page - Channel 2 Admin Page - SetupPage
IP-WatchDo
4, - -
IP-WatchDogLite Main Page
Refresh page stop Refresh now
Channel 1 Channel 2
Dewvice name devicel Dewvice name device2
Channel Enabled Channel Enabled
Monitoring method Outgoing Ping Monitoring method Outgoing Ping
Monitoring period 1s Monitoring period Ss
Feboot Hold Time Es Reboot Hold Time 58
Device Idle Delay Device Idle Delay
after Device's Reboot after Device's Reboot
Channel state I i Channel state ; i
action, waiting action, waiting
defined time defined time
Manual Reboot Chi:ManualReboaot Manual Reboot Ch2:ManualReboot
Last 20 Actions Last 20 Actions
Date Time Action Date Time Action
19,2,2006 9:32:17 Chl: Run 19,2, 2008 32118 Chz: Run
19,2,2006 9:32:16& First synchronizations of time 19,2.2006 9:32:17 Ch2: Ready
1.1.1970 1:00:12 <Chil: Ready 19.2,2006 9:32:16  First synchronizations of tirme
1.1.1370 i:00:12 -~ IP-WatchDog: startup ™ 1.1.1370 1:00:12 S IR-watchDog: starkup o
19,2,2006 9:29:35 Chl: Shutdown 19,2,2006 92936 Ch2: Shutdown
1%,2.2008 9:29%2% ChliRun 192, 2008 W2027 Chz: Run
19,2, 2006 ®:1%1® Chl:iRunm 19.2,2006 8:19:20 Chz: Run
19,2, 2006 £:19:18 First synchronizations of time 19,2 2008 B:19:19 Chz: Ready
1.,1,1970  1:00:01 Chil: Ready 19,2,2006 8:19:18  First synchronizations of time
1.1.1%70 1:00:01 -~ IP-WatchDog: startup ™ 1.1.1%70 1:00:01 S IP-wy atchDog: startup
19,2, 2006 ®:17+31 <Chl: Run 19,2, 2008 S:1¥:51 Chz: Run
19,2,2006 8:14:34 Chil: Run 19,2, 2006 2:14:35 Chz: Run
19,2,2006 8:14:32 First synchronizations of time 19,2,2006 S:14:34 Ch2: Ready
1.1.1570 1:00:01 <hil: Ready 19.2,2006 £:14:33  First synchronizations of tirme
1.1.1370 i:00:014 -~ IP-WakchDog: startup ~™" 1.1.1370 1:00:01 S IP-watchDog: startup
19,2,2006 8:08:16 Chil: Autormmatic reboot 18,2.2006 19:38:10 <Ch2: Run
19,2,2006 8:08:03 Chil: Autormatic reboot 18,2.2006 19:382:09 Ch2: Ready
19,2,2006 £:07:50 <Chil: Autornatic reboot 18.2,2006 19:35:09 First synchronizations of tirme
19,2.2006 £:07:36 Chil: Autornatic reboot 1.1.1370 1:00:01 S IP-wWatchDog: starkup o
19,2,2006 8:07:23 Chil: Autormmatic reboot 18,2.2006 19:36:42 Ch2: Run
féj Hatowa 0 Internet
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Displayed data

¢ Refresh page stop ( Refresh page for ): - Interval of the Main Page refresh (see Setup
Page).

e Refresh now i Immediately refreshes the Main Page.Because of wused scri
possi bl e to Refsegh(Hby owser 0s

e Device name i name of the monitored device (see Channel Admin Page).
Channel i information on closing or opening of the channel (Enable / Disable).

e Monitoring method i actual function assigned to the channel (see Channel Admin Page):

0 Incoming Ping 1 IP WatchDog Lite waits for ICMP command i PING Request from
the defined address or range of addresses defined by IP and mask.

o Outgoing Ping T IP WatchDog Lite sends the ICMP command PING Request to the
defined primary IP address and awaits response. If not received, the same command is
sent to the secondary IP.

e Monitoring period i maximal interval between resetting impulses (see Channel Admin
Page).

e Reboot Hold Time 1 the length of a reboot impulse (see Channel Admin Page)
e Channel state i information on actual channel :

o Channel Inactive - channel is deactivated. Allows manual relay attendance using
Channel Admin Page.
Device Checking 1 Channel waits for refreshing impulse.
Device Idle T Channel was reset. Awaiting first refreshing impulse.
Power Cycle Reboot - Performing channel reset.

o Manual WWW reboot i Channel was reset manually.
e Manual Reboot T Resetting button.

Last 20 Actions 1 last 20 stored actions:

o0 ---IP-WatchDog: startup --- starting IP WatchDog
First synchronizations of time 1 synchronization by NTP/Time/DayTime server.
Readyiafter Watchdogdés turning on/reset the
Shutdown 1 channel shutdown.
Run i channel start.
Automatic reboot T automatic Reset.
Manual reboot: from website T manual reset from WWW page.
Reset by response to outg. ping 1 received the response for outgoing PING.
Reset by response to inc. ping 1 received an incoming PING.
>>>> Event 5 <<<< - The period preventive reset of the device has been executed

©o O O

O O0OO0OO0OO0OO0O0O0Oo
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IP-WatchDog Lite Channel Admin Page

HTML pages IP-WatchDog Lite Channel 1 Admin Page and IP-WatchDog Lite Channel 2 Admin
Page allow complete administration of the monitored channels.

‘2 IP-WatchDog Channel 2 Admin Page - Microsoft Internet Explorer E@_J
iy
Ll

Soubor  Upravy  Zobrazit  Oblbené  Mastroje  Mapovsda

Q= -  [x] @ & ) Hedst 57 obibens £2) - @ - i 33

tdresa | @] http: 192, 1685, 102 cqi-binfadminjadminz. cgi v B rieit  Odkazy ¥ @Y~

Main Page - Channel 1 Admin Page - Channel 2 Admin Page - SetupPage

IP-WatchDoges:-

A

1 P-WatchDoglLite Channel 2 Admin
Page

Channel 2 Setup

Reboot Hold Time ) Disabled

(Reboot state hold) 2 [s] Channel @ Enabled

(0 for special mode...) (0-1800)

Timeout After Reboot Dedibeame devicez

[ Time to activate WatchDog function 5 [S] [rnax. 20 characters)

after target device's reboot, 0 = o

waiting for the first "Living" pulse ) (0800

Reset by Ping

Incoming Ping ® Outgoing Ping
IP range |1p H 192.168.0.1 f ‘ ‘Primarv target IP H 192.168.5.6 ‘
[Refresh enabled by ping i d
friom 1B addres=rangs ‘Secundar target IP H 192.168.5.6 ‘
definad by this filtar) |M35k‘|255'255-255-255 ‘ y ard e
Timeout for reboot ot g Pinging Timeout c [s]
(1-1200) [=s] (1-1200)

Failed pings per timeout c
for reboot

Save values

&] Hatavo # Internct

Channel 1 Setup

e Device name T Makes orientation easier when configuring channels and solving the
problems with the monitored device. It can contain at most 20 characters.

e Reboot Hold Time i duration of the Reset state. Allows setting time when the channel/relay
stays in reset state (manual or automatic). Duration can be set from interval 1-1800 seconds.
I f this parabmetdédeni $ heeResetfistate | asts unt
comes. This mode is suitable for activation of the backup device or identification of the error
state using other signalization means. More information can be found in the Reboot Hold
Timepar agr aph o fApplicatonlintsagpt er

e Timeout After Reboot 1 time interval that IP WatchDog Lite waits before causing other
Reset after previous one (or after first launch of the device), if monitored data are not
received. The Interval can be from range of 0-1800s econd s00 TViadé u® causes
wait for first incoming data from the monitored device.
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e Channel enabled/disabled 71 enables/disables a channel. If the channel is deactivated, the
additional Manual Control button will be available above the Save values button:

o ManualControl : Inititial State T indicates a default channel state (or relay). Pressing
the button changes the state to reset state.
o ManualControl : Reboot State 1 indicates channel state (or relay) in reset level.
Pressing this button changes the state to idle state.
Main Page - Channel 1 Admin Page - Channel 2 Admin Page - SetupPage
IP-WatchDog \ o
- IP-WatchDoglite Channel 1 Admin
Page

Channel 1 Setup

Reboot Hold Time ) Di
5 [s] Channel #® Ditchled
[FReboot state haold) 0y blad
i (0-1800) . Enable
(0 for special mode...)
: Device name ;i
Timeout After Reboot N devicel
[ Tirme to activate WatchDog function 5 [s] (rnax. 20 characters)
after target device's reboot. 0 = = " e
wafting for the first "Living® pulze ) [C0-2800) | ManualCantrol: Intitial State |

Reset by Ping 1 Incoming Ping
e [P range i range of IP addresses given by IP address and network mask , which PING will
be accepted from.
e Timeout for reboot 7 interval, that IP WatchDog Lite waits for incoming PING from the

monitored device before causing Reset. This interval can be from the range of 0-1800
seconds, where 0 means disabling the function.

Reset by Ping 17 Outgoing Ping

e Primary target IP 1 IP address of the target device.
Secondary target IP T secondary IP address of the target device. In case of monitoring a
single device (IP), both primary and secondary address will be the same.

e Pinging Timeout T interval between individual sent pings from the range of 0-1800 seconds.
A0O0 value = f.unction disabl ed

o Failed pings per timeout for reboot i Number of allowed sent PINGs without response from
the IP WatchDog Lite during a Pinging Timeout interval

Note: Interval between the individual pings (attempts) = Pinging Timeout / Failed pings per
timeout for reboot . => Which implies :

¢ Minimal interval between possible resets = Pinging Timeout

e Maximal number of the invalid pings allowed = Failed pings per timeout for reboot
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IP WatchDog Lite - Setup Page

IP WatchDog Lite Setup Page contains two groups of configuration parameters: Global and Time
and Date.

2 IP-WatchDogl ite Setup Page - Microsoft Internet Explorer

goubor  Uprawy  Zobrazik  Oblbené  Mastroje  Mapovéda ff
R o A =y e i > 'y = £ &

O LU =D | Iﬂ IELI Ny, Hlzdat A Oblibené Q-‘{ = ﬂ rI 3 .;‘

Adresa ] hitpad{192 . 168.5, 102 cgi-bin/setupysetup. cai v | B pieit | Odkazy @ -

Main Page - Channel 1 Admin Page - Channel 2 Admin Page - SetupPage - UploadFirmware

iP-WatchDog

IP-WatchDoglite Setup Page

IP wWatchDog Global

[P address: [192.168.5.102 |
) [Mask: ||l255.255.255.0 |
Current Network settings
[GataWay: [192.165.5.1 |
[oHCP: |Ipisabled |
Main Page Refresh time 0
Set refresh time for the IndexPage, (0 = refreszh dizabled), :

Save values ]

Time and Date

Time 9:34:50 (HH:MM:55)
Date 19,"’02‘!’2005 (DD /MMAYYYY)
Time server IP address 192,43.244,18

Time server protocol (If vou have problems with tirme © NTP (Time zone required)
synchronization, check the IP-WatchDog's preset gateway and O Time

connection to the tirme server through your router), O Da\,rtime

e — i +1:00:;00
-wwaltc oq: time Zone . ;
9 Tirme is formated by this example:
Set the local time zone shift(+ or -) by comparizon with UTC, +HH:MM:SS or HH:MM:5S for positive shift
-HH:MM:5% for negative shift

Refresh time now l [ Save values

éj Hotavo & Internet
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IP WatchDog Global

e Current Network settings 1T Act u al deviceds net wor k [D&CPamet
server is allowed to assign them (DHCP enabled), the gained values are then damped.
o |IP address i actual deviced & address
0 Mask i actual network mask
o Gateway i actual Gateway
o DHCP enabled/disa bled i information whether assigning of the network parameters
by DHCP server is enabled
e Main Page Refresh time 1 Main Page refresh rate.

Time and Date

e Time i shows actual time in HH:MM:SS format that can be set in IP WatchDog Lite.
Date i shows actual date in DD/MM/YYYY format that can be set in IP WatchDog Lite.
e Time server IP address 1 server IP address, which IP WatchDog Lite will be synchronized

with.

e Time server protocol - protocol for time synchronization. If the server is not located within
internal network, proper router or firewall communication ports must be also enabled for this
server.

o NTP T most common time synchronization protocols (UDP port 123). Requires filling
of the following IP-WatchDog fields: time zone and Time server: time zone.
o Time i older but easy protocol (UDP port 37).
o DayTime i not very common protocol that is implemented in Windows (TCP/UDP
portl3).
e [P-WatchDog: time zone i time zone according to GMT in the +/- HH:MM:SS format, where
IP WatchDog is located.
e Refresh Time now T button for immediate time synchronization. IP WatchDog Lite tries for
the synchronization up to 5 times.
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IP WatchDog Lite 7 File Upload

IP WatchDog i File upload is a page for easy firmware update over www interface. Consists of two
lines and two buttons:

e Current version 1 displays actual firmware version
e Browse i allows easy search for the proper HWG firmware file.
e Upload i performs upload of the firmware to IP WatchDog Lite

Note:
o When firmware is uploaded the IP WatchDog Lite will be automatically rebooted.
o Page is accessible ONLY via IP-WatchDog Lite Setup Page

<) IP-WatchDoglite v 1.7.4 - File Upload - Microsoft Internet Explorer

Soubor  Upravy  Zobrazit  Oblbené  Mastroje  Mipowsda "
2 = A =y e - A @

Qu- O BE G P Frowms @35 3 - LJE 3

Adresa | @] hitp://192.168.5. 102/ cgi-binjupload  cqi v| B rreit  Odkazy &R~

Main Page - Channel 1 Admin Page - Channel 2 Admin Page - SetupPage
iP-WatchDog

IP-WatchDogLlite - File Upload

Upload Firmware

Current version: IP-WatchDoglLite v 1.7.4

CProshaset_J][ pioas |

@j Hotawo ® Internct

IP WatchDog Lite 7 ConfigPage + Log

ConfigPage 1 Allows creating a backup Channel 2 Admin Page - SetupPage - ConfigPage - Log

and | ater restoring the complete | P WatchDogds

Note: Not available for Firmware versions  1.9.8 and previous !

Log T Makes the log of events available in XML format.
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Description of configuration parameters

In the following chapter you will find a detailed description of all configuration parameters used for
device settings, which can be realized by serial or TCP terminal. Information on connection to TCP
Setup can be found in the chapter AQuick Setupii .

Deviceds default configuration

Bellow you can find the list of standard configuration of any supplied IP WatchDog Lite. The default

configur ati on can be set anytime by choosing option
configuration and command enQuekSetapg. can be found

**|p  -WatchDog - version 1.98 - Jul 2 2006 20:26:29  ***

ActualTime: 18:53:26  ActualDate: 26/7 /2006
Time is synchronized with: NTP Server[192.43.244.18]

MAC Address 00:0A:59: 01:E0: 03
—=====—====|P Setup

I: IP address 192.168. 1. 60

M: Mask 255.255.255.0

G: Gateway 192.168. 11

B: DHCP configuration  OFF
========== |n |IP access WERB filter
W: IP address 0.0.0.0
N: Mask 0.0.0.0
————=—=—==== Security Setup ==
%S: Remote setup UDP & TCP(Port:99)
@R: Periodic Reboot 1440
========== WebPage - Security Setup
$N: Authorization username (not set)
$P: Authorization password Fkkkkxk
e Other e
D: Load Settings from EEPROM
R: Reboot

X: Exit

L: XML log

WatchDog>
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Deviceds network parameters

|===========|P === =—————=—=——=—=——=—====
Setup MASK, IP address and Gateway
IP address of IP WatchDog Lite description :
I: IP address 192.168. 1.60
Entry example : 1192.168.6.4 Ethernet device communicates:

Sets I P WatchDogébés | P add
e \Within local Ethernet .You don

need a Gateway, but IP addresses of

Network Mask both devices must be in the range

M: Mask 255.255.255.0 allowed by the Mask setting. If you
Entry example : M255.255.255.0 set the Mask to 255.255.255.0 it
Configuration of local network IP mask. The IP relay will means that IP addresses may differ
communicate via Gateway with all IP addresses except only in the last byte of the IP address.

those defined by Mask and own IP address.

e Outside the local network i via
Gateway, which is located in the

Default Gateway range or IP addresses allowed by the
G: Gateway 192.168. 1.1 mask.

Entry example : G192.168.6.1
Gateway address, which grants device an access 10 | yoy can also restrict the range of IP
external networks. Except for the IP addresses defined | ;gqdresses that the device will not

by configured IP address and Mask. communicate with. This can be set using
An IP Setup i For debugging purposes
we recommend keeping this parameter at
Enabling automatic configuration by DHCP server 0.0.0.0.

B: DHCP configuration  OFF

Possi ble options : 0/ 1 (071 disabled, 1 - enabled)

Entry example : B1

DHCP server allows automaticdevice conf i guration without need
network mask and default gateway parameters can be assigned. Because DHCP assigns IP
address that is available at the moment, it does not have to be always the same.

Securing by restricting the range of IP addresses

======|n IP access filter ======

IP address for remote configuration

W: IP address 0.0.0.0

Entry example : W192.168.6.1

IP address of the network or computer, which can establish the connection with the device. After bit
multiplication of the opposite IP address by restrictive Mask (N option) you can gain the address
mentioned here. Otherwise the device will not react.

Mask for remote configuration

N: Mask 0.0.0.0

Entry example : N192.168.6.1

Mask restricting access addresses, which can establish communication with the device. With the
help of this mask you have a higher chance to prevent a security break or avoid unwanted
communication with unauthorized device.
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====== Security Setup ===================

Allowing remote configuration via TCP/IP or UDP/IP

%S: Remote setup UDP & TCP

Possible options :0/1/2/3 (07 disabled, 117 UDP, 27 TCP,07 UDP & TCP)
Entry example : %S1

Allowing TCP/IP setup at port 99.

WARNING: Choosing the DO option, you will irreversibly disable the remote access to
net work parametersdé6 configuration.

Configuring the preventive periodic auto  -restart or the IP Wa tchDog

@R: Periodic Reboot 1440

Example : @R60

The number represents t
raises the | P WatchDogad
devices WILL NOT be restarted.

he amount of mi nutes bet\
s reliability Montohadghl y e

Securing access to WWW interface administration

User name

$N: Administrator username  (not set)

Entry example : $Nname

User name that will be required on access to the Channel Admin Page and SetupPage or when
accessing serial / TCP setup (if DIP3 is closed).

Password

$P: Administrator password  (not set)

Entry example : $Ppassword

Password that is required when accessing the Channel Admin Page and SetupPage or accessing
the serial / TCP setup (if DIP3 is closed).

Note : Securing by user name and password can be deactivated by inputting empty user name and
password.

February 2006 www.HW -group. com page 21/ 28



IP WatchDog Lite i Dual monitor of Ethernet devices HW group

Other device parameters

=======—==== Qther =====================
Loading the default configuration
D: Load Settings fro m EEPROM

Possible options : 0/1 (07 Load from EEPROM, 11 Saving actual configuration into EEPROM).
Entry example : DO

Al l ows saving WatchDog?os ingaseochmeedsay returnftaoformelr at er
configuration.

Device Restart

R: Reboot

Entry example : R

Software restart of the IP relay. Necessary e.g. for changing the IP address etc.

Leaving the Setup mode

X: Exit

Entry example : x

Allows to exit the Setup temporarily and to run the IP WatchDog Lite in the operational mode even
at closed DIPL1. If the DIP1 is closed at next WatchDog Litebs st artup as wel |l ,
enter the Setup mode.

XML log

L: XML log
Example : L
Makes the system log available through an XML format.
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Ap plication hints
Security

Access to the configuration WWW page - Channel Admin Page and Setup Page can be also
restricted by user name and password, which can be defined in the serial / TCP Setup. If user name
of password has been set, it is required for every access to these pages and for every manual reset
using the Manual Reboot button of the Main Page. This precaution can be deactivated by sending
an empty user name and password (default state).

Advanced security provides DIP3, which, if activated, requires user name and password
authorization even for access to serial / TCP Setup. When DIP3 is closed the UDP Setup is
deactivated, because it would allow changing the network parameters easily, even for beginner.

Reboot Hold Time

Besides the classic reset of the monitored device and its following release, the IP WatchDog Lite

allows also the possibility of permanent Reset state in case the monitored device does not respond

to the WatchDog Litebs requests or does not send regular r
activated by setting the Reboot Hold Timep ar amet er t o A0O. I f the RESE
mode, the channel (or its output) remains in this state until the monitored device reports itself again

or the channel is deactivated.

The function is suitable for cases when IP WatchDog Lite does not reset directly monitored device
or when one of the channels serves for activation of the backup device or other alarm system.

Note: If the value of the Reboot Hold Time = 0, the WatchDog Lite enters the Permanent Reboot

Hold Time mode where the Reset function and especially Manual Reset behave the different way
thaninthestandardmode t hat were descri bed albeodedbyitsélfhi s R
Especially using Manual Reset with deactivated channel when there is no way to end the Reset

state and only possibility is to activate the channel and initialize the refresh impulse.

Time proto col

The Time protocol consists in the server listening on the port 37 and after establishing connection it
(using the TCP or UDP protocol) sends user a 32bit number with a mark (in a binary supplement format).
The number represents the number of seconds since 00:00:00 of the January 1, 1900 GMT. The number
2.398.291.200 therefore corresponds to 00:00:00 of the January 1, 1976 GMT and number -
1.297.728.000 corresponds to 00:00:00 of the November 17, 1858 GMT. If the server does not support
this function the connection will be either refused or closed immediately. The time synchronization
accuracy using this protocol is not very high and lies around 1 second. Detailed description of the Time
protocol can be found in RFC-868 document.
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NTP

Network Time Protocol (port 123 UDP, for tracingi t 6 sTCR)|which also uses 64bit time mark in the
number format with fixed base point, is much more sophisticated than Time protocol and more accurate

as wel | . ltds intended for per manent ti me synch
protocol I's based on the fact, it doesndt try t.
does not f a vthe rtimes)e butahe ttirde is synchronized in comparison with the UTC time
("Universal Time Coordinated").

The synchronized servers are thus placed into hierarchical multi-level tree structure. Thanks to this the

load can be poised and the NTP servicecanbe di stri buted according to t|
there are main time devices (atomic clock, GPS, clock set by a time signal, etc.) Each server is in a
specific layer (stratum), while the first layer (stratum-1) represents the server that is connected to some
external time device (stratum-0 ) . lts fidescendantso (e.g. I n seco
be less accurate.

The synchronization accuracy lays in tenths of milliseconds. The main transfer protocol UDP. The NTP
protocol description can be found in the RFC-1305 document.

SNTP

The SNTP (Simple Network Time Protocol) is based on the NTP (Network Time Protocol) and for
communication it uses port 123 as well. Main difference makes the client, which only supports SNTP,
cannot serve as a server for other clients, allows time synchronization by one server only and has lower
synchronization accuracy. The synchronization accuracy of this protocol lays from units to tenths of
milliseconds which is sufficient for common usage. Detailed description of the SNTP protocol can be
found in the RFC-2030 document.

Using IP WatchDog in P2P networks

In case you use the IP WatchDog in the environment of the Peer-to-Peer networks, such as DC++,
Kazz, Bittorent etc, there might occur flooding
large amount of residual packets which can cause the false restarts of the monitored devices. Then

it is recommended to lower the @R parameter in TCP Setup to circa 60 (according to the monitoring
period). The value gives the number of minutes between individual restart of the IP WatchDog.

Monitor ed devices WILL NOT be restarted.

Master Reset

In case the TCP Setup or WWW becomes blocked by either wrong configuration or erroneous

Firmware upload, the Master Reset can be executed. This will restore the default factory

configuration.

Warning :Executing Master Reset wil/l cause that all|l
passwords will be lost!

Procedure of the Master Reset:

e Disconnect the power from the IP WatchDog Lite
Turn the power on.

¢ During first 5 seconds since power-on change the DIP1 position to the second position and
then back again.

e Wait for circa 30 seconds. The IP WatchDog Lite default configuration will be restored.
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Testing and operation hints for Windows and Linux

Testing the function of Incoming Ping

Testing command of the Incoming Ping function for Windows
Application of the ICMP PING function in |Gl e e

Windows is very simple but can be even SRRt iR
Ilttle trlcky. Maln plng testlng can be C:\Documents and Settings\Uit Olmedping 192.168.5.68
d Vla WlndOWS Command Ilne Pirikaz PING na 192.168.5.68 = délkou 32 ha_jtﬁ:
(START o o3 151005 00 bttt dis Tt
-> -> Povid o 168IE1ER: Padiuc3s Eas.ins ITL-64
éfggRggeg‘gmmiﬁg o a‘:)prl‘icgt;nr Wi"” Cimaved o 192168°81000 Daiheds Exdeine riga

%tﬂtistil&g p{nglp}-u41912).168.5.635 z @< .
. H - B akety: eslané = 4, P¥ijaté = 4, Ztracené = ztrata Bx).
appear (In Older WIndOWS versions It IS MS' PiibliZna doha do pFijeti odezvy v milisekundich:

Minimum = Bms,. Maximum = ims, Primér = Bns

DOS WIndOW) In that JUSt enter the IC:\Documents and Settings Uit Olmr>
command in following format:

ping ip_adresa_watchdogu ,  napm kop.1685.60

You will get similar screen like this:

Microsoft Windows XP [Verze 5.1.2600]
(C) Copyright 1985 - 2001 Microsoft Corp.

C:\ Documents and Settings \V2t Ol mr>ping 192.168.5.

PS2kaz PING na 192.168.5.60 s d® kou 32

OdpovPdDN od 192.168.5.60: bajty=32 |as=1
OdpovPdDN od 192.168.5.60: bajty=32 | as <
OdpovPdDN od 192.168.5.60: bajty=32 | as=1
OdpoviDN od 192.168.5.60: bajty=32 |as <
Statist  ika ping pro 192.168.5.60:
Pakety: Odeslan® = 4, PSijat® = 4, Ztra
PSibligng doba do pSijet2? odezvy v mili
Mi ni mum = O0ms, Maxi mum = 1ms, Pr TmDr

If you wish to send the PING permanently, enter the command with the it parameter: :
ping 192.168.5.60 it

Command line can be also launched using the standard windows shortcuts, that can be located in the
program menu:

e Windows 98: Start | Programs | MS-DOS Prompt

e Windows NT: Start | Programs | Command Prompt

e Windows ME: Start | Programs | Accessories | MS-DOS Prompt

e Windows 2000: Start | Programs | Accessories | Command Prompt

Problems in using PING under Windows can appear when using Firewall or have Windows XP with SP2
(service pack), that already contains a simple firewall. So if you are unable to use PING to the Watchdog
or from it, check that the firewall configuration does not block ICMP commands echo reply and echo
request (if it does, unblock them) or use other method (like WWW page). Some servers themselves
block the PING commands to prevent overloadingand fipi nging to deatho
attack).
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Test command for Incoming Ping under Linux/Unix

Using PING command under Unix and Linux OS is as simple as in the case of Windows, maybe even
easier because you donot Jbsaenterthe followmnginto thelcomsole:o mma n d

ping 192.168.5.60

Operational command of the function  Incoming Ping under Windows

Windows provide a free service for Windows Server 2000/2003 and Windows 2000/XP, that can be
downloaded from
http:/mww.hw -group .com/download/IPWDT_Setup_1.0.zip

allowing sending ping to the defined address in regular intervals. The form of services is applied to allow
running it automatically even on server systems without a need of logging in. After Unpacking and
installation it is necessary to modify a configuration file IPWDT.ini, that can be located at C:\Program
Files\HW group \IPWD Tools .

It contains following:

[PING] - —
IP=192.168.1.9 2 |P WatchDog Tools ... E]@E|
INTERVAL=10
DEBUG=2

Interval is measured in seconds, Debug parameter defines | [L..2t3S | The service is running

whether the communication will be logged in the directory
C:\Program Files \HW group \IPWD Tools (max. file size is
5MB).

An icon for IP WatchDog Tools Control created in Control
panel allows activation and deactivation of the services

Start Stop

Operational command for Incoming Ping under Linux/Unix

In Unix systems it is used so called demon cron, that executes commands according to the crontab,
that is a simple text document that contains data in a tab in following format:

*[1 ¥ * * * user 6 s acc o ucgotmand

Where :
1. minute
hour
day of a month
month
day of a week (0 - Sunday, 1 - Monday... 6 - Saturday)
userds account
path to the program or command that should be executed

No ok~ wd

This tab can be edited easily using a command crontab i e, that opens the specific document. The
created entry can look like this :

KLk ok ko x root ping 192.168.5.60

This command will execute the ping every minute.
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Mechanical dimensions
CHANNEL LEDs
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Description of the variations that can be ordered can be found at the end of this manual.
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Device versions

IP WatchDog Lite can be supplied in several versions differing in accessories.

Product name Device version

Ordering Nr. |

600 218

Complete package of IP Watchdog Lite, with power source,

IP WatchDog Lite 2x dual terminal board and CD with software and manual.

600 223

IP WatchDog Llte with reduction of Terminal board for

IP WatchDog Lite for AP/Router switching power supply by power connector (600 221)

600 225 IP WatchDog Lite for Power switch

IP WatchDog Lite with two bipolar relay for DIN molding with
LED signalization.

Optional acc essories and related products

Ordering Nr. | Product name Description
600 219 2-pin Terminal Block Spare double terminal board
600 220 Terminal Block / Power Connector Reduction from terminal block to power connector
900 221 Terminal Block / 2x Power con  nector Reduction for switching external power supply witch
power connector.
600 025 DIN Rail box set Including instalation on the box
. i . Unipolar 12V relay with switching contact on the DIN
600 084 DIN Rail Relay 1);SW'tCh contact 10 molding, allowing closing the voltage directly up to
250V/10A.
. i . Unipolar 12V relay with switching contact on the DIN
600 085 DIN Rail Relay Z)ASW'tCh contact 10 molding, allowing closing the voltage directly up to
250V/10A.

600 2207 2-pin Terminal Block 600 220 i Terminal Block / Power conn.

600 2217 Terminal Block / 2x Power
conn.

600 08571 I_3|pole_1r relay for DIN 600 084 i Unlpolgr relay for DIN 600 220 i Terminal Block / Power conn.
molding with LED molding
Contact

HW group or HW server

Prague 2
120 00

Warous

Tel. +420 222511 918
Fax. +420 222 513 833
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http://www.HWagroup.cz/
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